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preface
The term “digital twin” has been applied to many different kinds of systems. From its
origins in product lifecycle management in the early 2000s to today’s sophisticated,
photorealistic, and physically accurate replicas powered by GPU-accelerated simula-
tion and AI, the label has been applied to many different types of systems. Despite
this, the core building blocks remain the same—you create a digital representation of
a physical system, keep it synchronized with real world changes, and use it to make
better decisions. This book describes the journey you will follow when you decide that
building a digital twin will deliver real value.

 As AI increasingly shapes our world, digital twins have become more important
than ever. They provide the structured, up-to-date context grounded in reality that
our models need to reason about real-world systems. Without that grounding, even
the most advanced AI will struggle to move from generic outputs to meaningful,
actionable insights.

 Writing about digital twins is challenging because they are not a single technology
but a convergence of many. Modeling, data storage, integration, internet of things
(IoT), simulation, machine learning, visualization, and distributed systems all play a
role, and each of these topics could easily fill a book on its own. In my experience
helping organizations build digital twins, I have found that much of the available
guidance was either too high-level to be actionable or too academic to be practical.
What was missing was a clear, hands-on path for practitioners. 

 Certain challenges arise repeatedly when building digital twins. Teams struggle to
extract information from documents, images, videos, and sensors; they wrestle with
connecting fragmented data across siloed systems; and they fight to turn that data into
usable insights for both people and software agents. Overcoming these hurdles is the
core focus of this book.
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 To make these abstract concepts concrete, I thread a running example through
the chapters: building a digital twin of a home. I chose this example deliberately.
Everyone has a home, which means the domain requires no specialized knowledge to
follow. The techniques involved—including ingesting heterogeneous data, building a
spatial representation, synchronizing state, running simulations, and applying ML
and AI—are the same techniques you would use to build a digital twin of a factory
floor, a power grid, or a fleet of vehicles. The home example simply lets me focus on
method rather than domain complexity.

 That said, industrial digital twins introduce concerns that a home example cannot
fully exercise. Governance, security, autonomous decision-making, regulatory compli-
ance, multistakeholder coordination, and organizational change management all
become significantly more complex at industrial scale. I address these topics where
they arise naturally in the text and point to dedicated resources where a deeper treat-
ment is warranted. My goal is to give you a foundation that transfers, while being hon-
est about where the additional complexity lies.

 When you need to go deeper, there is a wealth of excellent information available
on each of the underlying technologies. This book is intended to give you the founda-
tion and the mental model and practical approach you will need to begin your own
digital twin journey with confidence.
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about this book
Digital Twins in Action aims to show you how to build a digital representation of a phys-
ical system that you will use to make better decisions. A better decision in this context
simply means achieving an outcome faster, more safely, with fewer resources, or a
combination of all these.

 The book uses a home digital twin as its running example, not because home auto-
mation is the target audience, but because the underlying techniques transfer directly
to industrial, infrastructure, and enterprise systems. The home provides a universally
accessible context for learning the core skills involved in building a digital twin: trans-
lating a physical system into a digital representation meaningful to humans and
machines, using a variety of data to keep that model synchronized with reality, build-
ing visualizations of the digital model, and using it to predict future outcomes
through simulation, ML, and AI.

Who should read this book
This book is for anyone interested in understanding what is involved in building a dig-
ital twin. It is aimed at practitioners who want to move beyond theory into implemen-
tation, including software engineers, architects, data engineers, and solution
designers working with real-world systems.

 It is also relevant for technical leaders and decision-makers evaluating where digi-
tal twins can deliver value. If you are shaping strategy, selecting technologies, or guid-
ing teams through complex system design, this book will help you understand the key
opportunities and tradeoffs.

 No prior experience with digital twins is required, but a basic familiarity with soft-
ware development and distributed systems will help you get the most out of it. If you
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are working on industrial or enterprise-scale twins, you will find that the core
techniques covered here apply directly, while the text flags where additional consider-
ations around governance, security, and organizational complexity come into play.
Above all, this book is for builders who want a practical path to creating systems that
reflect and interact with the real world.

How this book is organized: A road map
The book is organized into ten chapters that follow the lifecycle of a digital twin project. 

 It begins by introducing digital twin concepts, architectures, and industry applica-
tions before exploring how you can define measurable objectives and model physical
systems. It then covers sensing and data collection, data integration and storage, and
semantic modeling using ontologies and knowledge graphs. 

 The middle chapters focus on visualization in both 2D and 3D, followed by the
use of AI/ML for prediction and automation, and simulation techniques for what-if
analysis. 

 The book concludes with the practical realities of deploying and operating digital
twins in production, including governance, security, monitoring, and long-term main-
tenance. 

 Although the chapters build on one another, each is designed to be largely self-
contained, allowing readers to focus on the areas most relevant to their interests or
current projects.

About the code 
The book contains samples of source code both in numbered listings and in line with
normal text. In both cases, the code is formatted in a fixed-width font like this to dis-
tinguish it from ordinary text. In many cases, the source code contains only the essen-
tial component to illustrate the concept, with full listings being available on GitHub.
The code is predominantly in Python, with frontend code being HTML, CSS, and
JavaScript. I have deliberately avoided the use of frontend frameworks to keep the
examples concise.

 The cloud services used in this book are from Amazon Web Services (AWS)
because it is the platform I know best. The concepts and architectural patterns are not
AWS-specific. Microsoft Azure, Google Cloud Platform, and other providers offer
equivalent capabilities for IoT data ingestion, serverless compute, storage, and
machine learning.

 Some examples depend on data from IoT sensors, images, and other data. Where
this is the case, sample data from my home digital twin is provided in GitHub so you
can run the example code without needing your own IoT sensors. Many visualization
concepts are best served with practical examples that are difficult to convey in a
printed book. A website containing these examples is maintained with links provided
in the text.
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 All the code samples in the book are available on GitHub at https://github
.com/digital-twins-in-action/book. I use an ARM-based Mac, and all samples have
been tested on that architecture (apart from the Modelica FMU that depends on
Linux x86 architecture). The https://www.digital-twin-book.com/ site will continue to
be developed with resources that will be useful to you on your digital twin journey.

 You can get executable snippets of code from the liveBook (online) version of this
book at https://livebook.manning.com/book/digital-twins-in-action. The complete
code for the examples in the book is also available for download from the Manning
website at www.manning.com/books/digital-twins-in-action.

liveBook discussion forum
Purchase of Digital Twins in Action includes free access to liveBook, Manning’s online
reading platform. Using liveBook’s exclusive discussion features, you can attach com-
ments to the book globally or to specific sections or paragraphs. It’s a snap to make
notes for yourself, ask and answer technical questions, and receive help from the
author and other users. To access the forum, go to https://livebook.manning.com/
book/digital-twins-in-action/discussion. 

 Manning’s commitment to our readers is to provide a venue where a meaningful
dialogue between individual readers and between readers and the author can take
place. It is not a commitment to any specific amount of participation on the part of
the author, whose contribution to the forum remains voluntary (and unpaid). We sug-
gest you try asking the author some challenging questions lest his interest stray! The
forum and the archives of previous discussions will be accessible from the publisher’s
website as long as the book is in print.
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1

Bridging the physical
and digital worlds

Digital twins are virtual representations of physical systems connected to real-world
data, enabling them to reflect current conditions and inform predictions about
future behavior. The concept builds on decades of simulation and systems model-
ing, including work at NASA during the Apollo program, although the term itself
emerged later, most notably through work in product life cycle management in the
early 2000s. What distinguishes digital twins from the earlier versions is their per-
sistent, operational data linkage to the physical systems they represent, which
allows for continuous synchronization rather than one-time or periodic simulation.

This chapter covers
 Defining what a digital twin is

 Different levels of digital twin maturity

 What digital twins are good for and when to 
avoid them

 How digital twins are used across industries

 Considerations when embarking on building a 
digital twin
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2 CHAPTER 1 Bridging the physical and digital worlds

 For years, digital twins remained accessible only to large, well-funded organizations
that could afford the scarce, expensive sensors, computing capacity, and advanced
analytics required to build them. That’s all changed. Today, digital twins can be built
by almost anyone, thanks to the wide availability of low-cost sensors, high-performance
pay-as-you-go computing, and powerful artificial intelligence and machine learning
tools.

 Some people think of digital twins as detailed 3D models, while others see them as
glorified dashboards or traditional simulation systems. A digital twin may include ele-
ments from any of these, but it is not defined by any single one. At its core, a digital
twin is a fit-for-purpose digital representation of a physical system that remains syn-
chronized with real-world data and serves a defined analytical or operational objec-
tive. It does not need to be a high-fidelity 3D replica. A statistical model, a graph of
relationships, or a set of structured equations can all qualify, provided the representa-
tion is meaningfully linked to the physical system and supports the decisions it was
built to improve. More advanced implementations may add simulation, optimization,
or bidirectional actuation, but these are capabilities that extend the twin, not prereq-
uisites that define it.

 What exactly counts as a digital twin? Let’s start with a clear definition before we
explore why they’ve become so popular.

1.1 What is a digital twin?
Some might say that the very last thing the world needs is another definition of a digi-
tal twin. But to build something meaningful, we have to be precise about what we
mean. We aren’t just building a 3D dashboard or an elaborate spreadsheet, but a liv-
ing system that ingests data from its physical counterpart, maintains state, and rep-
resents the relationships between components of a physical system. For the purposes
of this book, a digital twin is defined as follows.

Digital twin: A digital representation of a physical system that is updated with data
from the real world. It helps users understand current conditions, monitor
performance, and simulate scenarios to make better decisions based on clearly defined
objectives. Digital twins may also act on the physical system by sending instructions
to adjust or optimize its behavior.

This definition emphasizes that digital twins should not be built merely because the
technology is available; they should serve specific business, operational, or research
goals. By providing a virtual model that mirrors something physical, they help users
comprehend both the state of the object or system and its structure. By remaining syn-
chronized through continuous updates about current conditions, digital twins allow
users to track the behavior of the physical system while also predicting the effect of
any changes without changing the real system. 

 Figure 1.1 shows the three main elements of any digital twin: the physical system
itself, its representation in software, and the flow of data from the physical system to
the virtual one, with information, decisions, and actions flowing back.
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31.2 Technologies enabling digital twins

Figure 1.1 The three main elements of a digital twin are the physical system, 
the virtual system, and the flow of data and information between them.

NOTE Some definitions distinguish between a digital model (a static repre-
sentation), a digital shadow (a model updated by a one-way data flow from
physical to digital), and a digital twin (with a bidirectional data flow between
physical and virtual systems). In practice, industry often uses digital twin as an
umbrella term for all three. This book adopts that broader view while recog-
nizing that each represents a different level of integration and feedback
between physical and digital systems.

For most of human history, you had to be physically present to understand how some-
thing worked. Digital twins have changed that, and today, countless people can simul-
taneously monitor, analyze, and run simulations on the same physical system from
around the globe.

1.2 Technologies enabling digital twins
Consider a wind farm. Before any turbines are installed, engineers use detailed simu-
lation models, sometimes called virtual prototypes, to test turbine designs under a
range of anticipated conditions, refining blade geometry, structural tolerances, and
control strategies without the cost of physical prototyping. These models are powerful,
but they are not yet digital twins in the full sense because there is no physical counter-
part to synchronize with. Once the turbines are deployed, internet-of-things (IoT) sen-
sors stream data to the cloud, where artificial intelligence (AI) or machine learning
(ML) algorithms detect early signs of bearing wear. The digital twin then simulates
maintenance scenarios and schedules repairs while simultaneously adjusting blade
pitch across the farm to maximize energy capture based on real-time weather patterns.

 This progression from virtual prototype to operational digital twin illustrates the
full technology stack that underpins modern digital twins: IoT sensors capture physi-
cal data, cloud computing provides scalable processing and storage, and AI/ML gen-
erates predictions and drives optimization. It also highlights three distinct capabilities
that emerge at different stages: virtual modeling during design to reduce physical

Physical system Virtual system

Information,

decisions,

actions

Data
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4 CHAPTER 1 Bridging the physical and digital worlds

prototyping, predictive maintenance to prevent expensive failures once the system is
operational, and near–real-time optimization to maximize ongoing efficiency.

 Digital twins first gained traction in capital-intensive industries like manufacturing,
utilities, and energy. These industries require massive investments, often operate in
remote or hazardous environments, and face strict safety and regulatory require-
ments. Although these industries have used operational technology (OT) systems, like
programmable logic controllers (PLCs) and supervisory control and data acquisition
(SCADA), for monitoring and control since the 1960s, digital twins represent a major
leap forward by integrating these traditional systems with modern IoT, cloud, and AI
capabilities.

1.2.1 Internet of things

Not too long ago, measuring things such as temperature, vibration, location, or air
quality required bulky, expensive equipment. Today’s affordable, compact sensors
enable users to capture detailed data about virtually any physical environment or sys-
tem, opening up unprecedented possibilities for monitoring and control. Hobbyists
can now build sophisticated home automation systems that measure everything from
air quality to energy usage, while startups can deploy sensor networks to monitor equip-
ment performance or environmental conditions at a fraction of the historical cost.

NOTE The DHT22 sensor I use to measure temperature and humidity in my
home costs around $5 today. Three decades ago, comparable digital measure-
ment required industrial sensors and data acquisition systems costing thou-
sands of dollars and were accessible only to well-funded organizations.

Large enterprises use these same technologies to monitor manufacturing lines, per-
form predictive maintenance, and optimize resources. Heavy industries have relied on
SCADA and PLC infrastructure for decades, and in many such environments, those
established systems still carry most of the real-time data flow, with newer IoT devices
representing a growing but relatively small share. 

 In this book, we’ll use the term IoT broadly to encompass the full spectrum of real-
time sensing and data acquisition that feeds a digital twin, from low-cost wireless sen-
sors to industrial control systems. The sensors already embedded in smartphones
demonstrate this power by measuring motion, orientation, and light levels, and even
performing 3D spatial mapping, turning everyday devices into powerful data collec-
tion tools. Figure 1.2 shows output from an iPhone’s three-axis accelerometer while
it’s carried in a pocket; the distinctive pattern in this data allows us to infer that the
person carrying it is walking. This democratization of sensing technology means any-
one can now gather the rich, continuous data streams needed to build digital twins,
which once required massive budgets and specialized expertise.

 Gathering measurements is only half the story; the data must be sent somewhere
useful. Advances in wireless communications have matched this sensor revolution.
Fifth-generation (5G) cellular networks offer high speeds for high-bandwidth data. In
contrast, low-power wide area networks (LPWANs) like LoRaWAN can transmit over
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10 km (compared with Wi-Fi’s 50–100 meters) while using 10 to 20 times less power
than Wi-Fi. This efficiency enables sensors to run for years on a single battery, making
them ideal for small, resource-constrained devices deployed globally. Lightweight
messaging protocols are used alongside these networks to transmit sensor readings
efficiently from constrained devices to edge and cloud services.

 IoT combines widely available commodity sensors and actuators (“things”) embed-
ded in objects and connected to communications networks. As you move through the
book, you’ll learn how to wire up a fleet of LoRaWAN-based sensors, route their data
through a cloud pipeline, and use it to update a digital twin model in near real time.

1.2.2 Cloud computing

In the past, digital twins were only deployed by large industrial players because of the
massive upfront investment required for hardware (data storage, analysis, simulation,
and 3D rendering). Today, the public cloud removes that barrier, not because a digital
twin must run in the cloud, but because the cloud provides access to compute, stor-
age, and specialized services on a pay-as-you-go basis. This allows organizations of any
size to scale resources to match their needs without significant capital expenditure:
compute resources for complex simulations, elastic storage for continuous sensor data
streams, and managed services for data processing, analytics, and machine learning.

Figure 1.2 The phyphox app on an iPhone 
shows output from a three-axis accelerometer 
indicating that the owner is walking with the 
phone in their pocket. Such sensor data 
enables a digital twin to mirror and interpret 
real-world motion and behavior in real time.
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This model removes the traditional financial constraints, allowing for rapid prototyp-
ing and scaling.

 Edge computing complements cloud computing by processing data closer to where
the data is generated, typically on local devices or gateways near the physical system. For
industrial equipment or remote assets, edge devices perform local analytics, filtering,
and decision-making in milliseconds, reducing latency for time-critical operations and
minimizing bandwidth costs. For example, a security camera can run a machine learn-
ing model to detect defects or safety violations on a production line and transmit only
the alerts and metadata instead of streaming hours of raw video footage to the cloud.

 In this book, we’ll look at how you can use some of the same cloud services that
industrial organizations use today to help you build a digital twin.

1.2.3 Machine learning and artificial intelligence

The massive datasets generated by IoT sensors have limited value until they are fil-
tered, stored, and analyzed to produce actionable insights. Recent advances in ML
and AI, accelerated by specialized GPU hardware and the availability of large training
datasets, have transformed these technologies from research tools into essential com-
ponents of modern digital twins. Two categories of AI are particularly relevant here:

 Traditional machine learning involves algorithms that learn patterns from his-
torical data to make predictions or decisions using classification, regression,
anomaly detection, and time-series forecasting. When I refer to ML, this is gen-
erally what I mean.

 Generative AI is a newer class of models, including LLMs, and it creates inter-
esting possibilities, including natural language interfaces for querying a twin’s
state, automated generation of simulation scenarios, and synthetic data cre-
ation when real-world data is scarce.

Both categories support the three capabilities that matter most in the digital twin con-
text:

 Pattern recognition and anomaly detection—Identifying unusual behavior in contin-
uous sensor streams that might indicate equipment degradation, process drift,
or safety concerns before they escalate into failures

 Predictive modeling—Forecasting future system behavior based on historical pat-
terns and current conditions, enabling proactive rather than reactive decision-
making

 Optimization—Evaluating multiple possible configurations or actions in order
to recommend or implement the best course of action based on defined
objectives

Cloud providers have significantly lowered the barrier to entry by offering automated
ML platforms that handle much of the complexity of building, training, and deploying
models, from preprocessing sensor data to selecting algorithms and optimizing perfor-
mance. For specific industries, specialized platforms offer prebuilt solutions tailored to
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common use cases. When real-time responses are critical or cloud connectivity is unre-
liable, edge computing allows ML inference to happen locally on the device or gateway,
enabling immediate decision-making without round-trip latency.

 These capabilities are not confined to the cloud. We will explore how you can
download pretrained models for common tasks such as object detection and time
series forecasting, customize them with your own data, and run them locally. This
gives you full control over your data and the ability to operate when internet connec-
tivity is unavailable.

1.2.4 Visualization technologies and game engines

Sensors, IoT platforms, cloud systems, and AI models generate the data that powers a
digital twin, but many users never interact with these technologies directly. Digital
twins that include a visual component increasingly rely on game engines such as Unity
and Unreal to render large-scale 3D environments in real time. Immersive technolo-
gies, including virtual, mixed, and extended reality, extend this further by allowing
users to interact with data spatially, such as by walking through a virtual facility or over-
laying live sensor data on physical equipment.

1.2.5 Agentic AI and autonomous decision-making

Agentic AI represents a shift toward systems composed of software agents that autono-
mously reason, plan, and execute complex workflows across digital twins. Unlike tradi-
tional automation, which follows predefined rules, agentic AI systems can decompose
high-level objectives into subtasks, determine the best sequence of actions, and adapt
their approach as conditions change. These agents can monitor systems, learn from
data, make decisions, and perform actions to achieve goals, such as reducing costs or
optimizing operations, either individually or in collaboration with other agents.

 The relationship between digital twins and agentic AI is symbiotic. The digital twin
provides the agent with a rich, contextualized representation of the physical system:
its current state, historical behavior, and predicted future conditions. The agent, in
turn, enhances the twin by continuously analyzing this data, identifying optimization
opportunities, and executing actions that would be impractical for human operators
to perform at the same speed or scale.

 The promise of agentic AI comes with a corresponding need for safeguards. In
industrial settings, autonomous actions can have safety, financial, and regulatory con-
sequences that demand human oversight. Most production deployments operate on a
spectrum of autonomy: an agent may act independently for low-risk adjustments (such
as dimming lights in an unoccupied zone), recommend actions that require human
approval for moderate-risk decisions (such as rescheduling a maintenance window),
and be prohibited from acting without explicit authorization in safety-critical domains
(such as adjusting pressure in a chemical reactor). Defining these boundaries and
encoding them into the system are as important as building the agent itself. Readers
working in safety-critical or regulated environments should consult domain-specific
standards such as IEC 61508 for functional safety (www.iec.ch/functional-safety) and
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the NIST AI Risk Management Framework (www.nist.gov/itl/ai-risk-management
-framework).

1.3 Digital twin capability levels
When you hear the term “digital twin,” you might picture a sleek 3D visualization of a
complex machine. Although visualizations are a common component, they are not
the whole story. In fact, some digital twins operate as headless systems focused purely
on data processing, analytics, and automated decision-making, without any visual com-
ponent at all.

 Digital twins range from simple monitoring systems to complex predictive and
autonomous models. Classifying them by maturity will help you identify the right goal
for your needs and gauge the expected business value. This book follows a five-level
classification adapted from a model developed by Verdantix in a 2019 report titled
“Smart Innovators: Digital Twins for Industrial Facilities.” It categorizes digital twins
on a scale from basic descriptive systems to advanced autonomous operations, as
shown in figure 1.3. 

Figure 1.3 The five categories of digital twins

A few important caveats apply to any classification like this one. First, these levels
describe capabilities, not a single linear path that every digital twin must follow. A sys-
tem may be highly advanced in one dimension, such as simulation fidelity, predictive
accuracy, or data integration, without necessarily being autonomous. Maturity,
capability, complexity, and autonomy are related but not equivalent, and conflating
them can lead to misguided design decisions.
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91.3 Digital twin capability levels

 Second, most implementations don’t sit neatly at a single level. A system might
combine real-time monitoring with failure prediction while still requiring human
approval for actions. The classification is a lens for thinking about what a twin can do,
not a rigid hierarchy where higher automatically means better.

NOTE Another useful approach to defining the capabilities of a digital twin is
the Digital Twin Capabilities Periodic Table, published by the Digital Twin
Consortium: https://mng.bz/xZ8B.

1.3.1 Descriptive digital twin

At the most basic level is the descriptive digital twin. This twin provides a reasonably
static digital representation of a physical object or system, without making real-time
predictions or responding to changes. This representation might be a simple engi-
neering diagram or a fully rendered 3D visualization. In this type of digital twin, syn-
chronization with the physical system occurs only infrequently. The model is updated
periodically with new measurements or operational data, but it does not maintain a
continuous connection to the real system and therefore reflects its state only at spe-
cific update intervals rather than in real time.

REAL-WORLD EXAMPLE: ONLINE MAPS

A familiar example of a descriptive digital twin is Google Maps. When you use this
product, you see a digital model of real-world cities, containing roads, buildings, and
parks, generated from cartographic maps, satellite imagery, and other sources, as
shown in figure 1.4.   

Figure 1.4 A Google Maps view of lower Manhattan, a familiar example of a descriptive 
digital twin. Map data © 2025 Google. Google Maps is a trademark of Google LLC.
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